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Abstract: Centralized intrusion detection in distributed corporate infrastructures (branches,
remote offices, and enterprise/industrial [oT) creates privacy and compliance constraints
because it requires centralizing sensitive telemetry. We study a privacy-preserving IDS design
based on federated learning (FL) with differentially private local training (DP-SGD). Clients
train locally on flow-derived features and structured event telemetry, and only model updates
are shared with a coordinator for aggregation. We report the privacy budget (8,5 ) using an
RDP accountant and evaluate detection quality using Accuracy and Macro-F1. Experiments on
CICIDS 2018 and the CERT Insider Threat v6.2 dataset show the expected privacy-utility trade-
off: DP training reduces utility compared to non-private centralized learning, and FL with DP
typically incurs an additional decrease under heterogeneous (non-IID) client partitions, while
remaining practical at explicit privacy budgets (main comparison: € & 1.8 -2.0). We also
report SOC-relevant operational indicators: training time, peak memory usage, inference
latency, and model size-and compare against Random Forest and XGBoost baselines.

The work was performed within the framework of the state assignment (project FSER-2025-
0003).

Keywords: Intrusion Detection, Federated Learning, Differential Privacy, DP-SGD, Secure
Aggregation, Insider Threats, Information Security, Corporate Networks, Security Operations
Center (SOC).

For citation: Qayyum Abdul, Mussa Hamid Idris, Ibrahim Khalil, Bezzateev S. V. Privacy-
preserving intrusion detection in corporate networks via federated and differentially private
deep learning [Paper Preparation Manual for Vestnik SibGUTI]. Vestnik SibGUTI, 2026, vol.
20,no. 2, pp. 3-15. https://doi.org/10.55648/1998-6920-2026-20-2-3-15.

Content is available under the license =~ © Qayyum Abdul, Mussa Hamid Idris, Ibrahim
@ Creative Commons Attribution 4.0 Khalil, Bezzateev S. V., 2026
License

The article was submitted: 27.02.2026;
revised version: 16.04.2026;
accepted for publication 16.04.2026.

1. Introduction

The rapid digitalization of corporate operations and the shift toward distributed
infrastructures (branch networks, remote offices, and industrial/enterprise [oT) have expanded both
the attack surface and the dependence on continuous telemetry [2, 5]. At the same time, privacy
control and internal compliance requirements increase the cost and risk of collecting, transporting,
and storing network and user-level traces, which may include sensitive personal or commercially
valuable information [2, 4]. From an information security perspective, this creates a practical
tension between detection performance and minimizing exposure of sensitive telemetry. In practice,
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modern security analytics must balance high detection quality with strict constraints on data
exposure [2].

Machine-learning-based intrusion detection systems (IDS) are widely used because they can
capture high-dimensional traffic patterns and evolving attacks that go beyond static signatures and
manually written rules [1]. However, many deployments still rely on centralized aggregation of
flow records and host/user activity logs for model training and tuning [2]. This centralization
increases the confidentiality risk surface and often conflicts with data-minimization expectations [2,
11]. Even without payloads, metadata and behavioral traces can be sensitive, especially for insider-
style monitoring, where the signals may involve access patterns, time/role context, and
organizational context [2].

Federated learning (FL) offers a natural alternative: it enables collaborative model training
without moving raw telemetry to a single location [3, 4]. In typical FL workflows, clients train
locally and share model updates with an aggregation server [3]. However, decentralization alone
does not guarantee privacy [6]. Model updates can still leak information about local records and can
be targeted by reconstruction or inference attacks under realistic assumptions [7, 10]. Therefore,
distributed IDS designs require additional protection that provides quantifiable privacy guarantees
against leakage through training artifacts [11].

Differential privacy (DP) addresses this need by limiting the influence of any single training
record on the learned model, thereby reducing what an adversary can infer from released updates or
outputs [11]. In deep learning, DP is commonly implemented through DP-SGD, which clips per-
example gradients and injects calibrated noise, while tracking the overall privacy loss via
accounting methods [12, 14]. In addition, the honest-but-curious coordinator threat can be further
reduced using secure aggregation, where the server observes only aggregated updates rather than
individual client contributions [6, 16].

In this paper, we introduce a privacy-preserving architecture for intrusion and
confidentiality-violation detection in corporate networks using federated optimization with
differentially private local training. The framework targets heterogeneous client distributions (e.g.,
departments, branches, and device groups) and supports integration into Security Operations Center
(SOC) workflows without centralizing sensitive telemetry [2, 4, 5]. Our contributions are:

1) an end-to-end design with an explicit threat model for FL with DP-SGD and optional
secure aggregation [3, 12—14, 16];

2) a feature pipeline that combines flow-derived network telemetry with structured event-
based signals and supports non-IID client settings [4, 5];

3) an empirical evaluation of the privacy-utility trade-off under explicit privacy budgets
(e,8), together with operational metrics relevant for deployment [11-14].

Fig. 1. High-level architecture of the proposed privacy-preserving intrusion detection framework (federated learning
with DP-SGD and optional secure aggregation)
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The high-level architecture is shown in Fig. 1. We report Accuracy, Macro-F1, training cost,
memory footprint, inference latency, and model size together with the privacy
budget (&,8) [1, 11-14].

2. Related work

2.1. Machine-learning IDS and benchmark datasets

Machine-learning intrusion detection systems (IDS) are widely used because modern
enterprise telemetry is high-dimensional and attack patterns evolve faster than static rule sets. In
this setting, feature design, dataset representativeness, and evaluation protocol strongly influence
reported performance, especially under class imbalance and distribution shift [1]. For network
intrusion detection, flow-based benchmarks (CIC-style datasets) are common because they match
enterprise monitoring pipelines built on aggregated statistics rather than payload inspection [18, 19].
For insider-threat style detection, network-only signals are often insufficient; structured user-host
activity traces are typically used to model access patterns and behavioral deviations, and the CERT
insider-threat dataset is a standard reference in this direction [20].

2.2. Intrusion detection with federated learning

Federated learning (FL) has been explored for IDS when policy, regulation, or operational
constraints make centralizing raw telemetry unattractive. FL keeps data local and exchanges model
updates, which makes collaboration possible without sharing raw traffic logs or host traces [3, 4]. In
practice, aggregation-efficient training (e.g., FedAvg) is widely used, but FL-IDS deployments face
two recurring issues: client heterogeneity (non-IID data) that degrades the global model, and
resource/availability limits at endpoints (compute, bandwidth, intermittent connectivity) [3, 4].
Recent surveys summarize these challenges and discuss architectural and aggregation choices for
FL-based detection in security monitoring [4—6].

2.3. Privacy leakage in FL and differential privacy

Decentralization alone does not guarantee privacy: model updates (gradients, deltas) can
leak information about local records. Reconstruction and gradient-inversion style attacks show that
sensitive samples or attributes may be inferred from updates under certain training regimes [7, 8].
Membership inference attacks further show that an adversary can sometimes detect whether a
specific record was used in training, even when exact reconstruction is not possible [9, 10].
Differential privacy (DP) addresses this risk by limiting the influence of any single record on the
learned model [11]. In deep learning, DP is commonly enforced via DP-SGD (per-example clipping
+ calibrated noise), and privacy loss is tracked by composition-aware accounting such as Rényi DP
[12-14]. In FL settings, DP can be applied locally at clients to protect record-level information
while still enabling aggregation [15].

2.4. Integrity threats: poisoning and backdoors

Beyond confidentiality, FL also introduces integrity threats: a participant may poison
training or insert a backdoor so that the global model behaves normally on validation data but fails
on targeted inputs [17]. Since the goal of this paper is confidentiality-preserving detection with
explicit (&, &) reporting, we treat poisoning/backdoors as a deployment risk rather than a fully
solved problem. We therefore discuss robustness options (e.g., screening and robust aggregation) as
constraints and future work directions, while keeping the paper’s main focus on the privacy-utility
trade-off (¢, § vs Macro-F1) and SOC feasibility metrics (cost, memory, latency).
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3. Problem statement and threat model

3.1. Detection objective

We consider an enterprise network divided into organizational units (clients) indexed by k.
Each client k holds a local dataset D, derived from (i) flow-generated network traces and (ii)
structured event telemetry. Each record has features x and a label y (multi-class intrusion label or a
binary anomaly/confidentiality-violation label depending on the task). The goal is to train a global
detector f 4 that minimizes expected loss across clients:

mein Zk: EX,yNDk[L(fO(X))y)].

Here L(.) is cross-entropy in the multi-class setting and binary cross-entropy in the binary
setting.

Operationally, we target two detection settings reflected by our benchmarks:

1. Network intrusion detection (e.g., scanning, DoS/DDoS, infiltration, botnet-like activity)
using flow-oriented features compatible with enterprise monitoring and CIC-style datasets [18, 19].

2. Confidentiality-violation/insider-type behavior using structured event telemetry (user-
host events, access patterns, time/role context) consistent with insider-threat benchmarks such as
CERT [20].

3.2. Threat Model

We assume an enterprise FL deployment with the following threats and trust assumptions:

1. Honest-but-curious coordinator (server). The coordinator follows the protocol but may
attempt to learn sensitive information from client updates. Optional secure aggregation reduces
visibility into individual updates by exposing only aggregates [16].

2. Sensitive client data. Raw telemetry remains local, but information may still leak
through gradients/updates if no privacy protection is applied [7-10].

3. Adversary querying the deployed model. Under realistic assumptions, an attacker may
use model outputs to support inference-style privacy attacks (including membership inference) [9,
10].

4. Optional malicious clients (integrity risk). Some clients may deviate from the protocol
(poisoning/backdoors). In this work, robustness to such attacks is treated as a deployment risk and
future direction rather than a fully solved component [17].

5. Record-level privacy via DP-SGD. DP-SGD is used to limit what can be inferred about
any single training record from released model parameters and updates, with privacy loss tracked by
an accountant [12—-14].

3.3. Security goal

Our security goal is to reduce leakage of client data through training artifacts (updates) and
model outputs, while keeping detection performance practical for SOC workflows. We therefore
evaluate (1) detection quality (Accuracy, Macro-F1) and (ii) operational feasibility indicators
(training cost, memory footprint, inference latency, model size), together with the reported privacy
budget.

4. Methodology

4.1. Overall pipeline

We consider a distributed corporate environment where each organizational unit (e.g.,
department, branch, site) acts as a client in a federated learning (FL) workflow [3, 4]. Each client
performs: (i) local preprocessing and feature extraction from its telemetry, (ii) local training of a
detection model, and (iii) transmission of a model update (e.g., parameter delta) to a coordinating
server [3, 4]. The server aggregates updates into a global model and redistributes it to clients in
subsequent communication rounds [3]. This design avoids centralizing raw network traces and user-
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activity logs. When enabled, secure aggregation further limits server visibility by ensuring it can
observe only aggregated updates rather than individual client contributions [16]. Differential
privacy (DP) is applied during local training to bound leakage through updates and to provide an
explicit privacy budget [6, 11-14].

4.2. Normalization and feature engineering

Our representation follows enterprise monitoring practice and CIC-style IDS benchmarks,
where detection relies on flow-level statistics rather than payload inspection [18, 19]. We use
transport-level features and time-based summaries (e.g., packet/byte rates, inter-arrival summaries),
directional indicators, and protocol/flag aggregates [18]. Where available, we incorporate
contextual cues (e.g., time-of-day patterns, periodicity, burstiness, coarse role/location labels) to
support insider-style telemetry such as CERT v6.2 without using direct identifiers [20].

To handle heterogeneity and client drift in non-IID settings, features are standardized per
client using robust statistics when appropriate and aligned to a shared schema across clients [4].
Feature selection is performed in two stages: (i) a filter stage (e.g., mutual information ranking) to
remove redundancy, and (ii) a lightweight wrapper stage on a validation split to avoid degrading
predictive performance under DP noise [4, 12].

4.3. Training objective and model

Let fo(.) denote the detector that maps a feature vector x to a class label (multi-class
intrusion) or a binary label (anomaly/violation). We use a fully connected deep neural network
(MLP) for tabular flow/event features, trained with cross-entropy (multi-class) or binary cross-
entropy (binary). To keep comparisons fair, the same model family is used across centralized DNN,
DP-DNN, and FL+DP-DNN so that observed differences reflect the training setup (centralized vs
FL, DP vs non-DP) rather than architecture changes [3, 4, 12].

4.4. Federated optimization (FedAvg)
At communication round t, the server sends parameter 0, to a subset of client S,. Each
selected client k trains locally on its dataset D, and returns an update. The server aggregates client

updates using sample-size weighting:
n
GMZ #Gf, n= Z n,

k kes,
where 1, is the number of training samples used by client k in round t. In scalability experiments

(Section 6.4), we vary the total number of clients while keeping the client-selection rule
fixed [3, 4].

4.5. Differentially private local training (DP-SGD)

To provide formal privacy guarantees against leakage through model updates, clients use
DP-SGD during local training [12]. With mini-batch B, per-example gradients g; are clipped to an
I, norm bound C, and Gaussian noise is added before normalization:

g= ﬁ (Z clip(g; , C)+N(0, oZCZI),
ieB

Privacy loss is tracked using composition-aware accounting based on Rényi differential
privacy (RDP) and reported as (¢, &) [13, 14]. In all reported results, (¢, &) denotes the cumulative
privacy budget over the full local training procedure rather than a per-round privacy budget. In the
main comparison, we report results at explicit privacy budgets ¢ # 1.8 — 2.0 (Table 1) [12, 14],
obtained with a fixed noise multiplier 0 = 1.2. For the privacy-utility curve (Fig. 2), we vary the
noise multiplier o while keeping the remaining training procedure fixed, which produces different &
values under the accountant [12, 14].
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4.6. Secure aggregation (optional)

Secure aggregation is complementary to DP. It protects at the client-update level by
reducing server visibility into individual updates (honest-but-curious coordinator), while DP limits
record-level leakage even from aggregated outputs. In this paper, secure aggregation is treated as an
optional deployment enhancement; the base experimental results focus on DP-enabled
training [6, 16].

4.7. Deployment considerations

The framework supports common enterprise deployment patterns: multi-site FL coordinated
by an SOC, hybrid edge deployments where gateways federate local learners, and federated
consortia where raw telemetry sharing is infeasible [4]. Because the approach does not require
packet payloads and reports explicit privacy budgets, it supports privacy/compliance reporting in
addition to operational detection goals [11-16].

5. Experimental Setup

5.1. Datasets and client splits

We evaluate the proposed privacy-preserving IDS design on two benchmark datasets that
reflect common enterprise monitoring settings [ 18—20].

CICIDS 2018 (network intrusion): This dataset represents flow-based intrusion detection
using aggregated network statistics (rather than payload inspection) [18, 19]. We treat CICIDS as a
multi-class intrusion benchmark and use a flow-feature representation consistent with enterprise
monitoring pipelines [18].

CERT Insider Threat v6.2 (confidentiality/insider behavior). This dataset captures structured
user-host activity and is used to model insider-style behavioral deviations [20]. In our experiments,
we use a 4-class setup: Normal, Data theft, Sabotage, and Misuse, matching the labels reported in
Section 6 [20].

Client construction (IID vs non-IID). For federated experiments, we simulate organizational
units (clients) using two partitioning regimes [3, 4]:

1. TID split: samples are randomly distributed across clients to approximate homogeneous
telemetry [3].

2. Non-IID split clients are formed to induce heterogeneous label distributions and
realistic drift (e.g., time-window or prevalence-based splits), producing skewed local objectives
across organizational units [4].

This allows us to study performance under both cooperative and heterogeneous enterprise
conditions, and to connect directly to the scalability analysis in Section 6.4 [4].

5.2. Train/validation/test protocol

Each dataset is split into train/validation/test = 70/15/15. The test split is held out and is
never used for tuning. Hyperparameters and model selection decisions are based on the validation
split.

For federated learning, client partitioning is applied to the training split only [3]. Validation
is used for tuning, and all reported detection metrics are computed on the held-out test split to
ensure a consistent and unbiased comparison across centralized and federated settings [3, 4].

5.3. Models and baselines

We compare classical feature-based IDS baselines against neural models under centralized
training and privacy-preserving training [1]:

1. Random Forest (RF) and XGBoost as strong non-neural baselines for tabular flow/event
features [1].

2. Centralized DNN: trained on the combined training data (centralized learning) [1].
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3. DP-DNN (centralized): the same DNN trained with DP-SGD to quantify the privacy-
utility trade-off without federation [12—14].

4. FL+DP-DNN: federated training using FedAvg where each client applies

5. DP-SGD locally and the server aggregates updates [3, 12—14]. This is the primary
privacy-preserving federated configuration evaluated in Section 6 [3, 12—14].

All neural configurations use the same model family and feature representation so that
performance differences can be attributed to the training setup (centralized vs federated, DP vs non-
DP) rather than to differences in features or architecture [3, 12].

5.4. Measures of evaluation and system cost

Detection quality is evaluated using:

— Accuracy

— Macro-F1, which is emphasized because intrusion datasets are typically imbalanced and
macro-averaging better reflects per-class performance [1].

To assess operational feasibility for SOC-style deployments, we also report:

1. Training time (end-to-end runtime for training),

2. Peak memory usage (maximum RAM consumption during training),

3. Inference latency (per-sample or batch inference time, as reported in Section 6),

4. Model size (storage footprint of the trained model).

Where randomness is involved (e.g., initialization or client sampling), we report results in
the form mean * standard deviation when feasible [3, 4].

6. Results and Discussion

6.1. Trade-off between privacy and utility

Table 1 summarizes detection performance on CICIDS 2018 and CERT v6.2 under
centralized training, differentially private training, and federated differentially private training,
together with classical baselines (Random Forest, XGBoost) [1, 18-20]. As expected, the
centralized DNN achieves the strongest utility because training uses pooled data [3, 4]. When DP-
SGD is enabled, performance decreases due to per-example gradient clipping and injected noise
during optimization [12]. Under FL+DP-DNN, performance typically decreases further because
FedAvg must combine heterogeneous (non-IID) client updates while each client trains with DP
noise locally [3, 4, 12, 14].

Even with this reduction, Macro-F1 remains informative for SOC-style triage [1, 2], and the
privacy guarantee is communicated explicitly through the reported privacy budget € [11-14]. This
enables a quantifiable privacy-utility evaluation rather than a qualitative privacy claim.

Table 1. Detection performance on CICIDS 2018 and CERT v6.2 under centralized, differentially
private, and federated differentially private training

Model Dataset Accuracy Macro-F1 Privacy Budget (e)
Random Forest CICIDS 2018 0.972 0.963 -
XGBoost CICIDS 2018 0.975 0.965 -
DNN CICIDS 2018 0.981 0.974 -
DP-DNN CICIDS 2018 0.963 0.951 1.980
FL+DP-DNN CICIDS 2018 0.951 0.938 1.850
DNN CERT v6.2 0.953 0.940 -
DP-DNN CERT v6.2 0.938 0.921 1.950
FL+DP-DNN CERT v6.2 0.927 0.911 1.820
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Privacy-Utility Trade-off for DP-DNN on CICIDS 2018
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Fig. 2. Privacy-utility trade-off: Macro-F1 versus privacy budget (¢) for DP-DNN on CICIDS 2018

Figure 2 illustrates the expected monotonic privacy-utility trend for DP-DNN on CICIDS
2018: stronger privacy (smaller €) leads to lower Macro-F1, consistent with DP-SGD behavior [12,
13]. For the curve in Fig. 2, we vary the noise multiplier 0 while keeping the remaining training
protocol fixed [12-14].

6.2. Dynamics of training under differential privacy

To complement the final metrics, we examine optimization behavior under DP [12]. Figure
3 compares training loss convergence and validation accuracy for standard DNN versus DP-
DNN [12]. DP-SGD slows convergence because clipping limits gradient magnitude and injected
noise increases gradient variance, which delays early improvements compared to non-private
training [12, 13]. After sufficient epochs, both regimes stabilize, indicating that the chosen DP
setting remains learnable and produces a usable detector. Figure 3 corresponds to the same DP
configuration used in the main comparison in Table 1 [12—14].

Training Loss Convergence Validation Accuracy

—s— Standard DNN 1.04 —— Standard DNN
—=— DP-DNN —=— DP-DNM

0.8

o
@

Training Loss

o
2
Validation Accuracy

0.2+

0 5 10 15 20 25 30 o 5 10 15 20 25 30
Training Epoch Training Epoch

Fig. 3. Training dynamics for standard and differentially private training: a) training loss convergence; b) validation
accuracy versus training epoch

6.3. Telemetry-based insider type of class-based behavior

To provide a class-level view of confidentiality-violation and insider-style events, Figure 4
presents the confusion matrix of DP-DNN on the CERT insider-threat dataset (Normal, Data theft,
Sabotage, Misuse) [20]. The model separates the dominant Normal class well and captures policy-
relevant categories. Most errors occur between behaviorally similar categories, which is expected
because activity patterns overlap and DP regularization tends to smooth decision
boundaries [11, 12].



Privacy-preserving intrusion detection in corporate networks via federated and differentially... 11

Confusion Matrix: DP-DNN on CERT Insider Threat Dataset
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Fig. 4. Confusion matrix of the DP-DNN on the CERT insider-threat dataset (Normal, Data theft, Sabotage, Misuse)

6.4. Heterogeneity versus client expansion

Figure5 evaluates scalability by increasing the number of FL clients under IID and non-1ID
partitioning [3, 4]. With IID splits, performance decreases only slightly as the client base grows.
Under non-IID splits, the decrease is stronger because client drift increases the variance of updates
and creates objective mismatch under FedAvg-style aggregation [3, 4]. We evaluate
K = 10, 20, 50, and 100 clients, while keeping the client sampling fraction per round fixed
across K. The observed trend suggests diminishing returns past a mid-range number of clients
unless non-I1ID mitigation is applied (e.g., personalization, clustered FL, or robust aggregation).

Scalability Analysis: FL Performance vs. Number of Clients
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Fig. 5. Scalability under client growth: detection accuracy versus the number of federated clients for IID and non-1ID
client data partitions

6.5. Productivity and deployment practicability

Table 2 reports SOC-relevant operational indicators: training time, peak memory usage,
inference latency, and model size. Tree-based baselines provide low inference latency, although
they may be less flexible under evolving traffic patterns compared to neural detectors. DP training
increases runtime and memory overhead due to per-example gradient processing and privacy
accounting. FL+DP adds additional training time due to repeated local updates and communication
rounds. Memory usage is reported as peak RAM observed during training, including dataset in-
memory representation and optimizer states. Overall, the overhead is practical for environments
where centralizing raw telemetry is restricted, and it makes the privacy-utility trade-off explicit for
compliance-oriented deployment [2, 11].
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Table 2. Efficiency and deployment feasibility: training time, peak memory usage, inference
latency, and model size for baseline and privacy-preserving IDS configurations

Training Time

Memory Usage

Inference Latency

Model (min) (GB) (ms) Model Size (MB)
Random Forest 12.3 2.1 4.2 452
XGBoost 18.7 3.4 5.1 52.8
DNN 45.2 8.9 8.3 124.5
DP-DNN 67.8 12.3 9.1 124.5
FL+DP-DNN 89.4 15.7 11.2 124.5

7. Conclusion

This paper studied a practical privacy-preserving intrusion detection design for distributed
corporate environments where centralizing sensitive telemetry is costly or infeasible. We combined
federated learning with differentially private local training (DP-SGD) so that clients train on flow-
derived and structured event telemetry locally and share only model updates for aggregation, with
optional secure aggregation as an additional protection layer against an honest-but-curious
coordinator.

Across CICIDS 2018 and CERT Insider Threat v6.2, the results show a clear and expected
privacy-utility trade-off. Centralized non-private training achieves the best detection utility, while
DP-SGD reduces performance due to clipping and noise injection, and federated training with DP
typically incurs an additional decrease under heterogeneous (non-IID) client partitions. At the same
time, the privacy guarantees are stated explicitly through the reported privacy budget, making the
system suitable for compliance-driven settings where privacy risk must be quantified rather than
only claimed.

Beyond detection accuracy and Macro-F1, we reported SOC-relevant operational indicators
(training time, peak memory usage, inference latency, and model size). These measurements show
that the proposed configurations remain deployable in practice, with predictable overhead
introduced by DP training and repeated FL communication rounds. Overall, the results support DP-
enabled federated detection as a feasible option for enterprise and industrial networks when
telemetry centralization is not acceptable. At the same time, robustness against poisoning and
backdoor attacks was not evaluated experimentally and remains a limitation of the present work.
Future work will therefore focus on adversarial robustness, stronger mitigation of highly non-1ID
client distributions, and validation in more realistic enterprise deployment scenarios.
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IIpuBaTHO-coxpaHsiolee 00HApYKeHHe BTOPKEHHIl B KOPIIOPATHBHBIX CETSX HA OCHOBe (pegepaTus-
HOT0 00y4eHus1 1 T PepeHunaTbHO-TPUBATHOIO IIy00KOT0 00yUYeHUsI

A6ayn Kaitrom', Xamun Unpuc Mycca', Xanun U6paxum', C. B. Bessarees’

HKT-IleT T'CKHAH HAIlMOHAJILHBIN UCCIIEN0BATEIbCKUNA YVHUBEPCUTET UH MAIIMOHHBIX TEXHOJIOTUI
'Ca [TeTepOypre aryoHa. CCJIeI0BaTeNbC YHUBEPCUTE opMaluo €XHOJIOTUH,
MEXAaHHUKHU U OIITUKU
2CaHKT—HeT€p6prCKI/Iﬁ rOCy/IapCTBEHHBI YHHBEPCUTET a3POKOCMUYECKOTO TPHOOPOCTPOSHUS

Annomayus: llenTpann3oBaHHOe OOHApYKEHHE BTOPKEHHH B paclpenei€HHbIX KOPIIOpaTUB-
HBIX MHQpacTpyKTypax ((puinaipHble CeTH, YAadEHHBIE O(QHUCH W MPOMBILUICHHBIH/KOpIIOpa-
tuBHBIN [0T) co3maér orpaHUYeHUs MO MPUBATHOCTH M COOIOICHUIO TPEOOBaHUN (KOMIITACH -
Cy), TIOCKOJIbKY TpeOyeT IeHTpaan3anui KoHQUICHIIMaIbHOH Tenemerpun. B pabore uccneny -
eTcs MpUBaTHO-coxpaHsromuil qu3aitn IDS Ha ocHoBe deneparuBHOro odyuenus (FL) ¢ qud-
(hepeHInaIbHO-TIPUBATHEIM JIoKalbHBIM 00ydeHueM (DP-SGD). Knuentsl 00y4aroTes jJ0Kaib-
HO Ha IPU3HAKaX, W3BJICUEHHBIX M3 CETEBBIX IOTOKOB, M CTPYKTYPHPOBAHHOH COOBITMHHON
TEJIEMETPHUH, & KOOPAWHATOPY JUISl arperaluuy MepelaloTcs TOJLKO OOHOBJICHUS MOJCTH. MBI
oLIeHMBaeM OODKET MPHUBATHOCTH (8,5) C WCHOJb30BAaHMEM Y4€Ta NPUBATHOCTH HAa OCHOBE
RDP u xawectBo oOHapyxkeHus mo Merpukam Accuracy m Macro-F1. DxcnepumeHTs Ha
CICIDS 2018 u nadope nanabix CERT Insider Threat v6.2 1eMOHCTpUPYIOT OKHIAEMBIH KOM-
MPOMHCC «IPUBATHOCTH—IIONE3HOCTH»: 00yueHne ¢ DP cHIkaeT mosie3HoCTh O CPaBHEHUIO C
He-TIPUBATHBIM IIeHTpaIn30BaHHBIM 00yueHueM, a FL ¢ DP 00br9HO MPUBOIUT K JOTIOTHUTEIH -
HOMY CHW)KEHHIO TIpH TeTeporeHHbIX (non-11D) pa30reHusx KIMeHTOB, OCcTaBasiCh MPAKTUYHBIM
NP SIBHBIX OFOJKEeTaX MPUBATHOCTU (OCHOBHOE cpaBHeHue: € = 1.8-2.0). Takke npuBoasrcs
AKCINTyaTallHOHHBIC TIOKa3aTeNw, peneBanTHbIe st SOC: Bpems 00ydeHMsI, ITMKOBOE MOTpebIe-
HHUE TIaMsITH, 3aJIep’KKa BbiBoja (inference) u pasmep Mojeny, a Takke cpaBHEHHE ¢ 0A30BBIMU
mozenamu Random Forest 1 XGBoost.

PaGora BeITIONTHEHA B paMKax rocyaapcTBeHHoro 3aganus (mpoekt FSER-2025-0003).

Kutouegvle cnosa: oOHapykeHWe BTOpXeHHI, (enepatuBHOe oOyueHwe, nuddepeHnanbHas
npuBatHOCTh, DP-SGD, Ge3omacHas arperarusi, HHCaiiepcKue yrpo3sl, nH(popMarimonnas 6e3-
OIAaCHOCTb, KOPIIOPAaTHUBHBIE CETH, LIEHTP MOHUTOPUHTA U pearnpoBaHus Ha MHIUAEHTH (SOC).

Il yumuposanus.: Kaiitom A6myn, Mycca Xamun Wnpuc, Mopaxum Xammi, bessarees C. B.
[TpuBaTHO-CcOXpaHsIOIIee 0OHAPYKEHHUE BTOPKEHUN B KOPTIOPATHUBHEBIX CETSIX HA OCHOBE Qefe-
patuBHOrO 00yueHHs U JUQQepeHInaT HO-IPUBATHOTO ITyOokoro o0y4enus // Becthuk Cuo-
I'VTHU. 2026. T. 20, Ne 2. C. 3—-15. https://doi.org/10.55648/1998-6920-2026-
20-2-3-15.
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